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HaunmeHoBaHMe nporpammbl NOBbIWEHUA KBaauduKaymm:

«MeTob1, CpeACTBA M TEXHOJIOTHH 3aITUTHI HH()OPMAITHN)

2. O0mas xapakTepucTuKa 00pa30BaTe/IbHOI NPOrpaMMBbl

2.1. lenp peanuszanuiv IporpamMMBbl:

[Iporpamma moOBBIICHUST KBaM(PUKAIMKA, HANpaBieHa Ha (OPMHPOBAHUE
MpoeCCHOHATIBHBIX ~ KOMIETEHITMH, HEOOXOAWMBIX I TpodecCHoHaTbHOM
JesTeNbHOCTH B oOyiacTu  obOecrieueHUss HHQPOPMAIMOHHOM  O€30MacCHOCTH |

KOMILJIEKCHOM 3aIlIUThl 00BEKTOB MH()OPMATU3ALINH.

2.2. I[Iporpamma pa3zpaboTaHa Ha OCHOBE TpeOoBaHU MPO(EeCCUOHAIBHBIX CTAHIAPTOB:
— «Cnenmanuct 1o 3amuTe WHPOPMAIMA B aBTOMATH3UPOBAHHBIX CHUCTEMaX)»
(3apeructpupoBano B Munrocte Poccun 28 centsops 2016 r. Ne 43857).
OT®: ObGecneyeHnne 3amUThl HUHPOPMALKMM B aBTOMAaTU3UPOBAHHBIX CHCTEMAX B
rporecce ux GyHKIIMOHUPOBAHUS,
— «Cnemuanuct 10  0€30MAaCHOCTH  KOMITBIOTEPHBIX CHUCTEM U CeTeil»
(3apeructpupoBano B Munrocte Poccun 28 centsopst 2016 r. Ne N 44464).
OT®: Obecnieuenne 6e30MacHOCTH MHGOPMAIIMH B KOMITBIOTEPHBIX CUCTEMAaX U CETSX B

YCJIOBUSIX CYIIECTBOBAHUS yTPO3 UX WH(POPMALIMOHHOM 0€30MacHOCTH.

2.3. [Inanupyemsble pe3yiabTaThl 00yUeHUs

CrnymaTtenb, OCBOUBIIMM TPOrpaMMy TOBBIIICHUS KBadUu(UKAIUU, JTOJKEH
o0naaaTh CICTYIOIIMMH KOMIIETEHITUSIMHU:

— OCYIIECTBJISITh TJIAHUPOBAHUE M OPTaHU3AIMIO BHITTOJHEHUS MEPOIPHUATHI 1O
3amure uHpopmanuu,

— BBISIBJISITh U QHAIM3UPOBATh  BO3MOXKHBIE  YIpO3bl  HHGOPMAIIMOHHOMN
0€e301macHOCTH OOBEKTOB,

— OPUMEHATH MPOTPAMMHO-aNNapaTHbleE W TEXHUYECKUE CPEACTBA 3allUThI

uH(pOpMaIMU Ha 3alIUIIAeMbIX 00BEKTaX,



[To uToram ocBOEHHUS MPOrPaMMBbI CIYIIATENb JOKEH:

3HaTh:

— OCHOBHBIE IOHATHA B 00J1aCTH UH(DOPMALIMOHHON OE30MaCHOCTH,

— OCHOBBI OPTraHM3AIMOHHOTO W TMPABOBOr0 oOecrnedeHus: HHPOPMaIUOHHOM
0e30MacHOCTH, OCHOBHBIE MPABOBBIE aKThl 1 HOPMATHUBHBIE METOAMYECKUE B 00JACTH
3aIUThl HPOPMAITUH,

— BUJBI U COCTaB yrpo3 HHGOPMAIIMOHHON 0€30MacHOCTH,

— KPUTEPHH, YCIOBHS ¥ MPUHIIAITHI OTHECCHHSI HHGOPMAIIMH K 3aIIUTIIAEMOM,

— TPUHLMIBI U 001IMEe METOIbI 00ecrieueHusl MH()OPMAIMOHHON O€3011aCHOCTH,

— KJ1accu(UKAIMIO BUIOB, METO/IOB U CPEJICTB 3alIUTHI HH(DOpMAIUH.

YMers:

— TPUMEHSTh MPABOBBIE aKThl M HOPMATHBHBIE METOJIUYECKHE JOKYMEHTHI B
obnacTtu obecriedeHust UHOOPMAITMOHHON OE30MTaCHOCTH;

— OCYILIECTBIATh pAIMOHAIBHBIA BBIOOD CPEICTB M METOAOB  3aIUTHI
uH(popmaIuu Ha 00beKTaxX HHHOPMATU3ALINN;

— KJIaccu(UIMpPOBaTh U OLEHHUBATH YTrPo3bl MH(OOPMAIMOHHOW OE€30MacHOCTH
U1 00beKTa HH(pOPMATH3ALIUH.

Bnanets:

— npodeccruoHanbHON TEPMHHOJIOTUEN B oOnactu
UH()OPMAIMOHHOWOE301TaCHOCTH;

— HaBBIKAMH PAIIMOHAIBHOTO BHIOOpPA CPEACTB U METOJOB 3aIIUTHl HHPOPMAIUH
00BEKTOB HH(POPMATU3ALINH;

— OpraHM3allMOHHBIMU U TEXHHUYECKMMH METOJaMH oOecrieueHus: 0€30MacHOCTH

o0beKTa MHpOpMaTHU3AIUH.



3. Y4eOHBIN ¥ y4eOHO-TeMATHYECKHUI MJIAHbI

YUYEBHbBIA IIJIAH

IMporpaMmsbl IOBBIINCHHA KBaJ'II/I(bI/IKaHHI/I

«MeTopI, CpecTBa M TEXHOJIOTHH 3aITUTHI HH()OPMAITUN

TpeboBanus K ypoBHIO
00pa30oBaHMsl MOCTYHAOLIUX
Ha 00yYeHHE

OOyueHnue ocCymecTBIsAeTcs Ha 0a3e BBICHIETO U
cpenHero mpohecCHOHATBLHOTO 00pa30BaHUS

Kareropus ciymarenen

JIns  COTPYyNHMKOB NPEANPUATAA M OPraHU3alui,
paborarommx B cdepe HWT, kemarmmxmoBLICUTh
npodecCUOHANIbHBIA YPOBEHh B paMKaxX HMeEOIIeHcs
KBaJTU(DUKAIIUH.

Jluna, MIAHUPYIOIIME CMEHUTHh JIeATeIbHOCTh Ha
paboTy B chepe nHpopMaImoHHOM 0€30MacCHOCTH

Cpox 00y4eHus

12 nuen

CDopMa O6yT-IeHI/ISI O4YHasdA, OYHO-3a04YHasi C HpI/IMeHeHI/ICM BHCKTPOHHOFO
00yYeHHUS U TUCTAaHIIMOHHBIX 00Pa30BaATEIIbHBIX
TEXHOJIOTHUH
B Tom uncne
*
Beero AyJIMTOpHEIE 3aHATHUS =
4acoB =
Ne HanmenoBanue Tpy- 13 HAX 5 ¥ dopma
ol
/1 MOJTYJISI, TEMBI II0- Bce- Tpak- § 8 KOHTPOJIS
EMKO- | T0Ya | J[ek- — S g
CTH -COB | pyp CKHE z
3agaTus | O
1 2 3 4 5 6 7 8
Monyins 1. Opranu3zannoHHbIe
U IIPAaBOBBIE OCHOBBI 2 2
1 p . 24 18 - * 6 | TectupoBanue
MH(OPMAaIMOHHOM 6 8
0€e30MacHOCTH
Monyinb 2. Yrpo3sl 2 2
2 | nHPOPMAIIMOHHOM 18 14 - g* 4 | TectupoBanue
0€e30IacHOCTH
3 Moayns 3. CriocoObl 1 METOIBI 30 29 6% 8 5 TectupoBanue
3alUThl HH(pOpMAIUU 8*
Bcero: 72 54 18 36 18
HaxonurensHas
CUCTEMA 110
Utorosas arrecramus N
HpOMe)KyTO‘IHOI/I
arrecraquu
OO0mas Tpy10eMKOCTh 79
MIPOTPaMMBI:

C NPUMEHCHUEM JUCTAHIUOHHBIX Oﬁpa30BaTeﬂbeIX TEeXHOJIOTHH U 3JIEKTPOHHOI'O Oﬁy‘lel{l/lfl
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VY4eOHO-TeMaTUYeCKHil TIJIaH MPOTrPaMMBbI MTOBBIIICHHS KBATN(UKAIUN

B Tom uncie
Beero | Aynuropnslie 3ansaTHs* =
4acoB =
No HaumenoBanue Tpy- 13 HUX S % ®dopma
/1 MOYJIS, TEMBI no- | Bcee- Tpax- % é KOHTPOJIA
€MKO- | roYa | Jlek- THUe- § S
CTM | -COB | yyy CKHE z
3aHATHA | &
1 2 3 4 5) 6 7 8
1 Moysts 1. Opranu3aiuorLeLe 24 18 8 10 6 | Tecrmposanme
Y IIpaBOBbI€ OCHOBHI b
Tewma 1.1 Ioustue b u eé
2 MECTO B CUCTEME 6 4 o™ 2* 2 ir;l ?IZTHH:“KOG
HallMOHAJIBHOM 0€30MaCHOCTH
Tema 1.2 3ak0HOIATEIHCTBO B
3 obact HH()OPMALTMOHHBIX 10 3 2 4% o | Mpaxmmeckoe
TEXHOJIOTHH U 3aIUTHI 2* 3a1aHKe
nHpOpMaIu
Tema 1.3. Knaccuduxamus
4 MH(OPMAIIHY IO IJICKAIICH 8 6 2% 2 p | lpamiieckoe
2* 3aJlaHue
3aIuTe
Mopyns 2. Yrpo3sl
5 HH(pOPMAITMOHHOM 18 14 4 10 4 | Tectupopauue
0€30MMacHOCTH
Tema 2.1. Yrpo3ssl Mpaxiracekoe
6 WH()OPMAITMOHHON 8 6 2% 4* 2 -
0€30MacHOCTH
7 Tewma 2.2. Bunsr atak Ha 10 8 5 2 9 Hpakruueckoe
MH(POPMALMOHHYIO CUCTEMY 4* 3a/laHne
8 Moaynb 3.CriocoObl 1 METOIBI 30 99 6 16 8 | Tecrupoparme
3a1uThl HH(OPMALIUU
9 Tema 3.1 CnocoOBI 1 METOIBI 16 12 4% 4 4 IpakTiyeckoe
3a1uThl HH(OpMaLUU 4* 3ajiaHue
Tema 3.2. ITogxonas! k
10 peanu3anyu U Talbl 14 10 % 4* 4 IMpakTryeckoe
MOCTPOEHHUS CUCTEM 3allUThI 4 3a/1aHHe
nHdopManuu
Bcero: 72 54 18 36 18
Haxonurenshas
Hrorosas arrecranus cucreMatio -
IMPOMEKYTOYHOU
aTTecTaluu
O01mas Tpy10eMKOCTh 79
NPOrpaMMbI:

C NPUMEHCHUEM JUCTAHIUOHHBIX Oﬁpa30BaTeﬂbeIX TEeXHOJIOTHH U 3JIEKTPOHHOI'O Oﬁy‘lel{l/lfl
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4. KasenaapHblii yueOHbIH rpauk

[IporpamMma moBeIIeHUST KBaM(UKaMUMemoosl, cpeocmeéa u mMexHOI02UU
3awumsl uHGopmayuu

O6bem nporpaMmsl /2 yac.

[IpoomkuTensHOCTh O0yUeHus 12 nHe

®opma o0O0yueHHs — OYHAsl, OYHO-3a0YHASI C TMPUMEHEHHEM BJIEKTPOHHOIO
0OyuYeHUs U TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA.

OO6pazoBaTeNbHBIN MPOLIECC M0 MPOrPAMME MOXKET OCYIIECTBISATHCS B TEUCHUE

BCCTO yqe6H0r0 rojaa. 3aHaTus IMPOBOIATCA 110 MCPC KOMIIJICKTOBAHUA I'PYIIIL.

5. Coaep:xanue nporpaMMmsl

Monyns 1. OpraHu3zanMoHHbIe W TNPAaBOBble OCHOBbI MH(OPMAIMOHHOWM
0e30macHOCTH

Tema 1.1 Ilonamue ungopmayuonHot 6e30nacHOCMuU U e€ mMecmo 8 cucmeme
HAYUOHAIbHOU be30nacHocmu

Cymocts  mHGOpMAIMOHHON  Oe3omacHOCTH. OO0BeKThl  HMHGOPMAIMOHHON
6e3omnacHoct. Mecto HHGOPMAIMOHHON OE€30MACHOCTH B CHUCTEME HallMOHAJIbHOU
0e3onacHocTH. [loHsATHE WM Ha3HAueHHE JOKTPUHBI MH(POPMALMOHHON O€30MaCHOCTH.
[TpuHmmmner  obecniedeHuss uHOpMaMOHHOW  Oe3omacHocTH. OOmMe  METOb
obecrnieueHus UHPOPMAITMOHHON O€30MTACHOCTH.

Tema 1.23axonooamenvcmeo 6 o00OIACMU UHDOPMAYUOHHBIX MEXHON02UL U
3auumuol uHgopmayuu

O0630p 3akoHOmaTeNnbcTBA PoccMuM Kak OCHOBBI ISl OOECIEUeHUs] MHTEPECOB
JUYHOCTH, OOIIECTBA M TOCyAapcTBa B MHGOpMAMOHHON cdepe. XapaKTepuUCTHKA
CTaHJapTOB B 00J1aCTH MH(DOPMAIIMOHHOM 0€30MacHOCTH.

Tema 1.3. Knaccuguxayus ungopmayuu noonedxcawei 3auume

CpoiictBa uwH(popmaruu Kak mnpeamera 3ammTbhl. OCHOBHBIE  BHJIBI
KOH(UIeHIIMAIbHON HWH(pOpMaLMK, HY)KJIalollelcs B 3amure. [ ocynapcTBEHHbIE

oprassl B o0nactu 3auuTsl HHPopMmaruu. Cucrema 6ezonacHoct PO.



Monayne 2. ¥Yrpo3sl HHPOPMALIMOHHO 0€30MaCHOCTH

Tema 2.1. Yeposwl unghopmayuonnoti bezonachocmu

[Tonsitue yrpossl 3amuiiaemort uHbopmaruu. CBs3p Yrpo3bl 3alUIIAEMO
uHboOpMaIMK C YSA3BUMOCTHIO HMH(opMmanuu. [Ipu3Haku U COCTaBISIONIUE YTPO3bBI:
ABJICHUS], PAKTOPBI, YCITOBUSI.

Tema 2.2. Buovl amax Ha UHPOPMAYUOHHYIO CUCTEMY

OcHOBHBIE C€IOCOOBI HECAHKIMOHUPOBAHHOTO JOCTYIMa K KOH(HICHIHMATBbHON
uHpopManuu. MeTobl, UCTIOIb3yEeMbIE 3JI0YMBIIUICHHUKAMH TSI TIOTYYEeHHSI JOCTyTa
K KOHQUACHIMAIbHOW WH(MOpManuu auOO0 BBIBOJA U3 CTPOs HMHGPOPMALMOHHON
CUCTEMBI.

Monyne 3. Cioco0bl M1 MeTOABI 3alIUTHI HH(OPMALIUH

Tema 3.1 Cnocobwvl u memoOowl 3awumsl uHGopmayuu

Crioco0bl mpeaynpex1eHuss BO3MOKHBIX yrpo3. CrnocoObl 0OHapyXEeHUs yTpo3.
CriocoObl TIpeceueHus] WM JIOKaau3auu yrpo3. OCHOBHBIE CIOCOOBI JIMKBUAAIINU
nocneAcTBUil. OCHOBHBIE 3alIUTHBIE JEHCTBUS IMpPH peau3alii CIoCOOOB 3allUTh
uHbopManuu. 3amuTa OT pasalleHus. 3alluTHbIE AEUCTBUS OT YTE€YKH U OT
HecaHkimonupoBanubix gedctBuid (HCJ]) x koHbuaeHnumanpHOM uHOpMaIUu.
Meponpusatus 1Mo TEXHUYECKOU 3aiuTe nHHOpMaIuu.

Tema 3.2. [10o0x00bl K peanuzayuu u 2manvl NOCMPOEHUS CUCTEM 3aAUUMNbL
ungopmayuu

Knaccudukanusa aBTOMaTU3MPOBAaHHBIX CUCTEM M TPeOOBaHMS K OOECIEYEHUIO
0€30MacHOCTH PA3NIMYHBIX KJIaccoB. Peanmuzanus cucTeMbl 3amuThl WHGOPMAIMK Ha
OCHOBE BCTpanBaeMbIX M BCTPOEHHBIX CPEIACTB 3amuThl. Opranusauus Oe30macHOU
cpenbl ans  paboTel  00pabOTKM  KOHGUIAEHUMATBHOM  HMH(pOpMalUUU.  ITarlbl

MIPOCKTUPOBAHMSI M pEAT3allUN CUCTEM 3aIUThl KOH(MUIECHITUATHLHOW HHPOpPMAIIUH.

6. Oprann3zannoHHO-NeIArorudecKne yCJa0BuUs peajn3auiu NporpaMmmbl

6.1. MaTepuaibHO-TEXHUUYECKHE YCIIOBUS



Jlnig peanuzanuy TOMOJHUTENbHON MPO(ecCHOHATBHOM MTPOrpaMMBbl MOBBIILICHUS
kBaupukauuu «MeTolbl, CpeAcTBa M TEXHOJOTMHM  3allUThl  WH(QOpMALIUK»
peyCMOTpEHA mactepckasi«Kubep-0e3onacHocTi», 0cHaIIEHHAS CJIETYIOIIUM
000pyI0BaHUEM U TIPOrPAMMHBIM 00ECIICUEHUEM:

— IlepconanbHbiii KoMIbtoTEp B cbope: Processor - AMD Ryzen X8 R7-1700,
DDR4 DIMM 32I'6, Buneokapra - ASUS GeForce GTX 1650 PHOENIX OC [PH-
GTX1650-04G], SD nakonutens A-DATA S11 Pro AGAMMIXS11P-512GT-C 512
I'o;

— Kommnerorepnsiii Morutop AOC 24" G2460VQ6;

— KiaBuarypa USB CBR KB 107;

— Kommprotepuas meims USB CBR CM-302;

— Hcrounuk 6ecnepedoitnoro nutanus Powercom UPS RPT-800A EURO;

— Cepsep [2U / 2 x Intel Xeon Silver 4210R (2.4GHz,10C) / 8 x 32Gb DDR4
2933, ECC R(24up) / 4x960Gb SSD SATA /4 x 10GE / 2 x 800w;

— Yupasnsemsiii Kommyrtarop Cisco WS-C2960L-48;

— KommytaTtop L3 WS-C3650-24;

— Tenesuzop 50” LED Haier LESOK5500TF;

— @numuar snektponubiiit SMART kapp 42;

— WuTepaktuBHas nocka ScreenMedia;

— IIpoextop CASIO XJ-VI110W ¢ n0TOJIOYHBIM KPEIJICHUEM U KOMMYTaIHEeH;

— M®VY Canon i-SENSYS MF426dw;

— USB-token JaCarta-2 PKITOCT (XL) JC-MediaKit-4 - "IIKJaCarta—
MediaKit,

— PytokenDIII 2.0 64 x6;

— RDS-01 USB cuutsiBatenbkimtoucii Dallas Touch Memory (iButton);

— DS1996 cuzornyTteiMOperiokoM - 3jekTponHbliikiouDallasTouchMemory
(IButton);

— FindkeyHamster Ill  (HFDUQO6S) - HacTONbHBIH  OHOMETPUYECKHIA

CUUTHIBATECIID,



— YcranoBouHbIi KoMIUiekT. CpenctBo 3amuthl uHpopmanuu SecretNetStudio

— YcranoBouHbI KOMITIEKT. CpencTBo 3amuthl nHpopmanmu vGate R2;

— HuctpubytuB CK3U Kpuntollpo CSP Bepcun 5.0 KC1 u KC2 na DVD;

— @opmymspeiDallasLock 8.0-K. IIpaBo Ha wucnons3zoBanue®* (C3U HCI.
CKH); beccpounas nuuensusDallasLock 8.0. CepruduumpoBaHHbIH KOMIUIEKT AJIS
YCTaHOBKU;

— IIporpammHoe obecrnieueHne KIMEHTCKOro JOCTyIa K BUPTYaJbHBIM MalllHHAM
AcademicVMwareWorkstation 15 ProforLinuxandWindows;

— CucremasupryanmzanuuVMWare ESXI 7.0, VMWare Workstation Pro,
Oracle VirtualBox;

— I1O oneparnmonnas cucrema Windows 10 ¢ MHTErpUpOBaHHOI MPOTrPaMMHOM
watdopmoit NET Framework 4.8;

— IO ans npocmotpa nokymeHToB B popmare PDF AdobeReader DC;

— 1O st apxuBaryu 7-Zip;

— I1O oducHhsit naker MicrosoftOffice 2019;

— CucremaBupryanusanun VMWare ESXI 7.0, VMWare Workstation Pro,
Oracle VirtualBox;

— AnTHBHpYyCHOE nporpammHoe ooecneuenne KasperskyEndpointSecurity.

Kaxngoe pabGouee MecTo, OCHAIIEHO NEPCOHAIBHBIM  KOMIIBIOTEPOM €

BBICOKOCKOPOCTHBIM JOCTYIIOM K CCTH I/IHTepHCT.

6.2. YdeOHO-MeTOauYecKoe W HMH(POPMAIMOHHOE OOECIeYeHUuEe MPOrPaMMBbI

(Y4eOHO-METOAMYECKIE MaTEPUAITbI)

Hopmamueno-npasogvle doxymenmul
1. ®enepanbHbiil 3akoH «O0 nHDOpManyK, UHGOPMAITMOHHBIX TEXHOJOTUSIX U O
3amute napopmarum» ot 27.07.2006 r. Ne 149-D3 (mocneansis peaakius).
2. ®enepanbHblil 3akoH «O KoMMepueckoi TaitHe» oT 18.12.2006 r. Ne 231-

d3(mocneaHsst peIaKims).



3. ®enepanpHblii 3ak0H «O MEpCOHANBHBIX AaHHBIX» OT 27.07.2006 r. No 152-
d3(mocneaHss peIaKIms).

4. Jloktpuna wuHpopManMoHHON Oe3zonacHoctu Poccuiickoit  ®Denepanuu
(yrBepxaeHa Ykazom [Ipesunenrta Poccuiickoit @eaepanmu Ne 646 ot 05.12.2016 1.).

OcHosHas numepamypa

1. T'nunckas E.B. Mudopmanmonnas 6e30macHOCTh KOHCTpykuuii OBM u
cucreM: yue6. mocobue / E.B. I'munckas, H.B. UnuBapun. M.: UHOPA-M, 2018. 118 c.

2. bapanoBa E.K.MHpopmammonnas Oe3omacHOCT, M 3aluTa WH(OPMALUU:
yue0.mocodue / E.K. bapanosa, A.B. babam. 3-e u3n., nepepad. u gon. M.: PUOP:
NH®PA-M, 2017. 322 c.

Jlononnumenvnas numepamypa

1. I'pummna H.B. Hudopmanumonnas ©Oe30macHOCTh NpeAnpUsTHS: yuel.
rnocodwue. 2-e u3., nomn. M.: DOPYM: UHDPA-M, 2017. 239 c.

2. Bnosenko JI.A. UadpopMannonHas cucteMa IpeanpusaTus: yded.mocodue. 2-¢
u3., nepad. u gom. M.: By3osckuii yaeonuk, HUL] MHD®PA-M, 2015. 304 c.

3. Mapteika T.JI. Mudbopmanmonnas O6e30MacHOCTh: y4e0.Mmocodue aisi Cpe.
npod. oopazosanus / T.JI. Ilapteika, M.W. [Tonos. 2-e u3x., uctp. u gon. M.: ®OPYM:
NH®PA-M, 2015. 368 c.

4. babam, A.B. Mudopmannonnas 6e30macHoCThb. JIabopaTOpHBIM MPaKTHUKYM:
YuebHoe mocodue / A.B. babam, E.K. bapanosa, I0.H. MensankoB. — M.: KnoPyc,
2016. — 136 c.

5. I'pomog, 10.1O. MudbopmanmonHas 06e30MacHOCTh W 3aliuTa HHPOpMAIUU:
VYue6noe nmocobue / F0.10. I'pomos, B.O. JIpaues, O.I'. UBanoBa. — Ct. Ockon: THT,
2017. — 384 c.

6. Ununura, A.®. Madopmannonnas 6e30MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM

/ A.®. Yunura. — M.: I'eanoc APB, 2017. — 336 C.

IIpocpammnoe obecneuenue u unmepHem-pecypcuol
1. JucTpuOyTHMBBI aHTUBUPYCHBIX MpPOTPaMM C O(UIMAIBHBIX CAHTOB

pa3pabOTYMKOB.
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2. CnpaBouno-uHpopmanuonnas cuctema (CUC) «I"apanTy.

3. CnpaBouHo-uHpOpMalMOHHas cucteMa «KOHCYIbTaHTy.

6.3. Peamuzamusi paboueil mnporpaMMmbl oOecreyMBaeTCs MeJaroru4ecKuMu
KaJpaMu, HMEIONIMMHU BBICIIEE U cpeaHee TNpodeccruoHaibHOoe 00pa3oBaHHUE,

COOTBETCTBYIOIIEE TPODUITIO TIPETIOIaBAEMOI TEMBI.

6.4. VYcnoBus nns (GYyHKIUOHUPOBAHMS DIEKTPOHHOM HMH(POpPMAIIOHHO-
oOpazoBaTenbHOM cpeapl (IpU  pealu3alud  TporpaMM C  HUCIOJIb30BaHUEM
AIIEKTPOHHOTO OOYYEHUS U JUCTAHIIMOHHBIX 00Pa30BATEILHBIX TEXHOIOTHH):

- HaJUYHe CHCTEMbI JTUCTAaHIIMOHHOrO oO0y4deHus Ha ocHoBe Moodle -

http://do.smolapo.ru/

- cucteMbl BuaeokoHpepenicesasu (BKC) — Zoom, Discord.

7. Onucanue KOHTPOJIS KAaUeCTBA 0CBOEHHS MPOrpPaMMbl

7.1. ®opMBITEKYIICH aTTECTAIINH

Texkymuii KOHTPOJb OCBOEHHUS MPOTPaMMbl BKIIOYAET B Cce0s OLIEHUWBAHHE
paboThl ciaymiatenss Ha MPAKTUYECKUX 3aHATHSIX W CaMOCTOSITENIbHOM paboThl Haj
JoMaliHUM  3agaHueM. OneHku 3a paboTy Ha MNPAaKTHUYECKUX 3aHATUAX U
CaMOCTOSITENIBHYIO pa0OTy CIIyIIATeNsl BCTABJIAIOTCS B padOuYyl0 BEIOMOCTb, a TaKXKe
pe3yNbTaThl MPOXOXKJIEHUS TECTOB C HCMOJIb30BAHHUEM JJIEKTPOHHOTO OOYYEeHHs U
JUCTAaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUH.

[TpakTHueckoe 3amaHue OIEHMBAETCs MpernojaBareieM Mo 4-0aIbHOW IIKaje.
Otmetku 5, 4 u 3 — nonoxurenbHeie. OTMETKA 2 — HEYIOBJIETBOPUTEIbHAS U O3HAYAET,

4TO IMPAKTHYCCKOC 3aJlaHNC CUUTACTCA HCBBIITOJIHCHHBIM.

7.2. ®OopMBI MPOMEKYTOUHOM aTTECTAIIUN
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[IpoMexXyTOUHBIN KOHTPOJIb OCYIIECTBIAETCS MOCIIE U3YYEHHUS KaXXKIA0TO MOAYJIA
Kypca C  HCIOJb30BAHMEM  DJIEKTPOHHOTO  OOyYeHHS W JUCTAHIMOHHBIX
00pa30oBaTENbHBIX TEXHOJOTUN MOCPEACTBOM TECTUPOBAHUS IO KaXK/I0M TEME.

TecT oLeHMBAETCs MO IIKAJIE «3aYT€HO — HE 3aU4T€HO» M CUUTAETCSA YCIEIIHO
BBITIOJIHEHHBIM, €CJIM  CIyllaTeIbBEpHO OTBETUT Ha 60 u Ooznee MPOIECHTOB
IIOCTABJICHHBIX TECTOBBIX 3aJaHuM. [l DPOXOXKACHUS TECTUPOBAHMS CIIyLIATEIO
NPEAOCTABISAETCA JIBE MOIBITKH, MEPHOJ IMPOXOKICHHUS TECTHPOBAHUS — BECH CPOK
peanuszanuu IIPOTrPaMMBI. B3anmosaBucumocTtu MEXKITY IIPOXOXKIECHUEM
IIPOMEXYTOUYHOM AaTTECTALMHA MO NPEABIAYIIEH TEME M JOIYCKOM K HPOXO0KICHHUIO
CJIEAYIOLIECH TEMBI HE YCTaHABIINBACTCS.

[IprMepbI TECTOBBIX U MPAKTUYECKUX 3aJaHUN IIPUBENCHBI B IPUIIOKEHNUN A.

7.3. ®opma UTOTrOBOM aTTeCTAIII

Hrorosass arrecrauys OCBOEHHsS Kypca OCYLIECTBIIAETCA I10 HAKOIMUTEIbHOU
cucreme. st MPOXOKIECHHUSI UTONOBOM aTTECTAllMU CIIYLIATENb JOJKEH BBINOJHUTH C

MIOJIOKUTEIIBHOM OTMETKOM OJHO 33JaHHE MO KaXIOM TEME€ M YCHEUIHO IPOMTH

TCCTUPOBAHHUC 110 BCCM MOAYJISIM.
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MPUJIOKEHHUE A
IIpuMepsI TECTOBBIX 3aJaHUI

1. Ymo maxkoe 3awuma ungpopmayuu?

1) 3amuTa OT HECAaHKIIMOHUPOBAHHOTO JTOCTYIA K UHPOPMALIUU;

2) BBIITYCK OpOHUPOBAHHBIX KOPOOOUEK /ISl JTUCKET;

3) KOMIUIEKC MEpOTPHUSTHI, HAMPABJICHHBIX Ha oOecrieueHne WHOOPMAITMOHHON
0€30MacHOCTH.

2. K kaxoii epynne mep no sawume uHpopmayuu omHoCumcs wugposauue
ungpopmayuu?

1) opraHu3aloOHHbIM;

2) TEXHUYECKUM,;

3) anmapaTHbIM;

4) mporpaMMHBIM.

3. Vkaoxxcume npunyunvl co30aHus  KOMNWIEKCHOU  CUCMEMbl  3AUjUMbL
ungopmayuu:

1) HEeU3MEHHOCTH;

2) NpO3pavyHOCTH;

3) MOAYJIBHOCTH;

4) pallMOHAILHOCTH;

5) NOCTYIMHOCTH.

4.  Buewmnue  mexHoceHHble  yepo3bl  UHQPOPMAYUOHHOU  Oe30nacHocmu
00y Cll08/1eHbL!

1) cpeacTBamu CBSI3U U ITIOMEXaMU OT HHX;

2) OJU3KO PacloJIOKEHHBIMU OMTACHBIMH MPOU3BOICTBAMM;

3) HEKaYeCTBEHHBIMU TPOTPAMMHBIMU CPEICTBAMH;

4) B3aMMO/ICICTBHEM TEXHUYECKHUX CPEICTB.

5. K kaxoii epynne yepo3 uHpopmayuoHHou 6e30nacHoCcmu OmHOCAMC OUWUOKU
npoOSPaMMHO20 0becneyeHus?

1) cruxuiiHbie;

2) TEXHOTE€HHBIE;
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3) aHTPONOTEHHBIE.

6. OcHogHble yenu OpeaHu3ayUOHHbIX Mep 3auumsl UHGOpMayUul.:

1) obecrieuenre MPaBUILHOCTH (PYHKITMOHUPOBAHUSI MEXAHU3MOB 3aIIUTHI;

2) mpenocTtaBiieHHe OecrepeOOHHOro I0CTyna K HeoO0XOIuMOW HHQpopMaIuu
aBTOPU30BAaHHBIM COTPYIHUKAM;

3) pernaMeHTalus aBTOMAaTU3UPOBaHHON 00paboTKK HHGOpMaIUy;

4) mmdppoBanue UHGOPMAITUH.

1. 3n0namepennblil KOO 0O1a0aem ciedyrUUMU OMIUYUMETbHLIMU YepmaMu. He
mpebyem npocpamMMbl-HOCUMENSA, CAMOBOCHPOU3BOOUMCS U PASMHONCAEMCS NO cemu

bez sedoma noivzoeameiii, 3apasicas Opyzue KoMnoblomepaol. Hazoeume mun smoeo

310HAMEPEHHO20 KOOA:

1) MmakpoBupyc;

2) TPOSIHCKUI KOHB;

3) 4epBb;

4) daitnoBblii BUpYC.

8. Camvim cnabvim 31eMeHmoM 8 NOMeWeHUU C MOYKU 3PEeHUsT 38YKOU30NAYUU
AGIAIOMCAL

1) nBepu, cTeHbl, CUCTEMa 3a3€MJICHUS;

2) BepH, MoJ, MOTOJOK;

3) nBepH, OKHa;

4) oKHa, CUCTEeMa 3a3eMJICHHS, MOJI.

9.  Kax  Hazvieaemcsi  meponpusmue  no  3awume  UHGOpMaAyuu,
npeoycmampugaiowee NpUMEHeHUe CneyualbHbIX MEXHUYECKUX Cpeocms, a makxice
peanuzayuio MmexHU4ecKux peuteHutl?

1) opranu3anrioHHOE;

2) OpraHu3alMOHHO-TEXHUYECKOE;

3) TEeXHUYECKO-OPTraHu3aIl[MOHHOE;

4) TEeXHUYECKOE.

10. Kakue nynkmvl OMHOCAMCA K AKMUBHbIM MemoOam 3auumsl pedesoll
ungpopmayuu?
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1) co3znanne MacKUPYIOIIUX aKyCTUYECKUX U BUOPAITMOHHBIX TOMEX;

2) BbIsiBJICHUE (DaKTa HECAHKIIMOHUPOBAHHOTO MOKIIOUEHUS K JIMHUU;

3) co3llaHKe MPUIICIBHBIX IEKTPOMATHUTHBIX MOMEX aKyCTHUECKUM 3aKJIaIHbIM
YCTPOWCTBAM,;

4) BBISIBJICHHE U3TYYCHUN aKyCTUYECKUX 3aKJIQTHBIX YCTPOUCTB;

5) YHHUYTOXXEHHE CPEACTB HECAHKIIMOHUPOBAHHOTO MOAKIIOYEHUS K TeIePOHHON
JUHUU.

11. B uyucno o0CHOBHbIX NPUHYUNOE NOCMPOEHUS cucmemvl 0e30nacHoCmu, c
MOYKU 3PEHUsL €€ apXUMeKmypbl, 8X005Mm.:

1) cnenoBaHue MPU3HAHHBIM CTaHAAPTaM;

2) NpUMEHEHNE HECTAHAAPTHBIX PEIICHUH, HE U3BECTHBIX 3JI0YMBIIIJICHHUKAM;

3) pazHooOpa3ue 3alUTHBIX CPEJICTB.

12. Oyenka puckos no3eosem omeemums Ha Cledyioujue 80NPoChl:

1) Kak cipoekTupoBaTh HAJIEKHYIO 3aTUTY?

2) Kakyto monutuky 0e30MacHOCTH PEANOYeCTh?

3) Kakue 3amuTHbIe CpeCTBA SKOHOMUYECKH 11€JI€CO00Pa3HO UCTIOIb30BATh?

13. OxHo onachocmu nosensaemcs, Ko2oa:

1) cTaHOBUTCS U3BECTHO O CPEICTBAX UCIIOJIB30BAHUS YSI3BUMOCTH;

2) NOSIBISIETCS BO3MOXHOCTD HCIIOJB30BaTh YSI3BUMOCTb;

3) ycTaHaBiIMBaEeTCs HOBOE MPOTpaMMHOE oOecTieueHue.

14. OxHo onacnocmu nepecmaem cyujecmeosamns, Ko2oa.:

1) anMuHUCTpaTOp OE30MACHOCTH y3HAET 00 Yyrpose;

2) MpOU3BOAUTENH MPOTPAMMHOTO 00€CTICUEHNS BBITyCKAET 3aIlIaTy;

3) 3amaTa ycTaHaBIMBAETCS B 3alUIIIaeMON HH(DOPMAIIMOHHOM CHCTEME.

15. B uucno nanpasnenuii puzuyeckol 3auumsl 6X005m.;

1) MOOUIBHAS 3aIIUTa CUCTEM;

2) cucTeMHas 3aluTa CpeACTB MOOUILHOM CBSI3U;

3) 3amuTa MOOMIIBHBIX CHCTEM;

4) NpOTUBOMOKAPHBIE MEPHI;

5) MexceTeBoe IKpaHUPOBAHMUE;
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6) KOHTPOJIb 3AIUIIEHHOCTH;

7) ¢usmyueckas 3amura moab30BaTeNeH;

8) 3ammTa noiepKUBAIOIIEH HHPPACTPYKTYPHI;
9) 3amuTa OT epexBaTa JaHHbIX.

16. INonumuxka b6ezonachocmu.

1) ctpoutcss Ha OCHOBE OONIMX MpPEACTABICHUN 00 MHPOPMAIMOHHON CHUCTEME
OpraHu3allly;

2) CTpOUTCSI HA OCHOBE U3YYEHHMSI OJUTUK POJICTBEHHBIX OPraHU3alU;

3) cTpouTCsl Ha OCHOBE aHaJIn3a PUCKOB;

4) ukcupyet npaBuia pasrpaHiyeHus JOCTYNa;

5) oTpaxkaeT moJIX0/1 OpraHU3aIlK K 3alUTe CBOUX HMH(POPMAIIUOHHBIX aKTHUBOB;

6) ONUCHIBAET CIIOCOOBI 3aIIUThHl PYKOBOACTBA OpraHU3alluu.

17. Oyenka puckos no3eousem omeemums Ha cledyiouue 60Npocy:

1) Kak cipoekTupoBath HaJEKHYIO 3alTUTy?

2) Kakyto monutuky 0€30MacHOCTH IPEANnoYecTh?

3) Kakue 3amuTHble CpeICTBA IKOHOMUYECKH 11€7IECO00pa3HO UCTIOIb30BaTh?

4) Uem pucKyeT opranuzaliusi, HICoJib3ys HHPOPMAIMOHHYIO CUCTEMY?

5) UeMm puCKYIOT M0JIb30BaTEIN UHPOPMALIMOHHON CUCTEMBI?

6) UeM pUCKYIOT CUCTEMHBIE aJIMUHUCTPATOPHI?

7) CyllecTBYIOIIUE PUCKU TTPUEMIIEMBbI ?

8) KTo BUHOBAT B TOM, YTO PUCKH HENPUEMIIEMBI?

9) Uto nenathb, YTOOBI PUCKH CTATTH TIPUEMIICMBIMU ?

18. B yucno npunyunos huzuueckot 3auumol 6x005m:

1) GecromaaHbIi OTHOP;

2) HENPEPHIBHOCTH 3aLIUTHI B IPOCTPAHCTBE U BPEMEHHU;

3) MUHUMM3ALMS 3AMIUTHBIX CPEACTB.

19. B uucno ocHo8HbIX NPUHYUNOE APXUMEKMYPHOU 6€30NaACHOCMU 8X00M.:

1) mpumeHeHue Haubosee NepeIOBbIX TEXHUUECKUX PELICHUMH;

2) nIpUMEHEHHUE MPOCTHIX, ATPOOUPOBAHHBIX PEILICHUI;
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3) coueTaHue MPOCTHIX U CIOKHBIX 3AITUTHBIX CPEJCTB.

20. Mepbl ungpopmayuoHHol 6€30NaACHOCMU HANPABIEeHbl HA 3auumy om:

1) HaHeceHus HeMPUEMIIEMOTO yiiiep0a;

2) HaHeceHus JIIboro yiiepoa;

3) noArisAbIBaHMS B 3aMOYHYIO CKBAXKUHY.

21. Lenu 3awumsl unghopmayuu om mexHuyeckux cpeocms pa3eeoKu.

a) MPEJOTBPAILEHUE YTEUKH, XUIICHUS, YTPAThl, UCKAKEHUS, MTOICIKH

uHbOpMaIny;

0) nmpenoTBpalieHrne yrpo3 0€30NacHOCTH JUYHOCTH, OOIIECTBa,

rocyaapcTBa;

B) IIPEIOTBPAICHIEC HECAHKITMOHUPOBAHHBIX ICUCTBUH MO YHUYTOXEHUIO,

MOAU(PUKAINY, UCKAKEHHUIO, KOMTUPOBAHHIO, OJIOKUPOBAHUIO HHPOPMAIINY;

r) peAoTBpalieHue Apyrux GopM HE3aKOHHOTO BMEIIATEIhCTBA B

MH(OpPMAIMOHHBIE PECYPCHI U HHPOPMALIMOHHBIE CUCTEMBI, 00ECIIEYEHUE

MPaBOBOTO PEKMMa JOKYMEHTUPOBAHHON MH(MOPMAITUN KaK 00bEKTa

COOCTBCHHOCTH;

22.  UYmo nonumaemcs noo  yepo3ou  be3zonacHocmu  uHgopmayuu
BKOMNbIOMEPHOU cucmeme?

a) MOTEHIINATLHO BO3MOJXKHAS YA3BUMOCTh MHGOPMAIK B KOMITBIOTEPHOM

CUCTEME;

0) MOTEHIIMAIBHO BO3MOKHOE COOBITHE, KOTOPOE MOYKET MPUBECTH K

YHUYTOXEHHUIO, yTPaTe 1EJTOCTHOCTH, KOHPUACHITUATHPHOCTH WU TOCTYITHOCTH

uHbopMaIuy;

B) IIOJICOTOBKA B3JIOMa KOMITBIOTEPHOW CUCTEMBI.

23. Kaxue u3 nepeyucienHulx yepo3 OmMHOCAMC K CIYUAUHbIM y2PO3aM

KOMNbIOMEPHOU UHDOpMayUU:

a) HECAaHKITMOHUPOBAHHBIN JOCTYN K HH(DOPMAITUH, BPEIUTCIHCKHIEC

IPOTPaMMBbI, OIIMMOKH MPU Pa3pad0TKe KOMIBIOTEPHON CHCTEMBI;

0) PIEKTPOMATrHUTHBIE U3TYyYEHUS U HABOJKU, HECAHKIIMOHUPOBAHHAS

MOAU(UKALNS CTPYKTYP KOMITbIOTEPHOU CUCTEMBI;
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B) CTUXUITHbIE O€ICTBUA U aBapUM, COOM U OTKa3bl TEXHUUECKUX CPENICTB,
OLIMOKH MOJIb30BaTENIEH U 00CITyKUBAIOIIETO ITEPCOHAIA.

24. Jna 3auumeol om CAYUAUHBIX yepos KOMNbIOMEPHOU

UHGOpMAYUUUCNONB3YIOM.:

amo.

a) o0yueHue nosib3oBaTesen npasuiaM padbotsl ¢ KC, pazpemmurensuyro
CHUCTEMY JIOCTYTIa B IIOMEIICHNUE;

0) MeXCEeTeBbIe PKPaHbl, UACHTU(PUKAIINIO U ayTEHTU(PUKAIUIO
MOJIb30BaTeIICH;

B) AyOnupoBaHue nHpopmanuu, cozganue orkazoycronunsbix KC,
OJIOKMPOBKA OITMOOYHBIX OTEPAITHii.

25. HecaHkyuonupoganmwviti 00Cmyn K uH@opmayuu 8 KOMNnblOmepHoucucmeme

a) 1oCTyn K nHGOpMAaIIMY, HapyIIAIONTUN MMpaBuiia pa3rpaHUUCHHS JOCTYIIA C
WCITOJIP30BAaHUEM IITATHBIX CPEJICTB BHIYMCIUTEILHON TEXHUKH;

0) mocTyn K HH(pOpMaITUH, HApYIIAOITUI ITpaBUIa pa3rpaHUUCHHS JOCTYyIIa
C MICTIOJIb30BAaHNEM TEXHUUECKHUX CPEICTB Pa3BEIKU;

B) JIOCTYMN K HH(POpMAIIMK KOMITBIOTEPHON CUCTEMBbI 0€3 CaHKITUH
aJMUHHCTpaTOpa 0€30MaCHOCTH.

26. Hocmpoeﬂue Mooenu 3NOYMbIUIIEHHUKA npu CO30aHUU cucmembvbl3aujunivl

ungopmayuu Heobx00UMo OJsL:

a) ONTUMHU3AIMHN CUCTEMBI 3aIUTHI HHPOPMALIHH;

0) coctaByieHus: HoTopoOOTa 3JI0YMBIILICHHUKA;

B) COCTaBJICHHSI 0a3bl JAHHBIX MOTCHITUATBHBIX B3JIOMIIIKOB.

27. Kakue u3z nepeuns yepo3 OmHoCamcst K NpeOHAMepeHHbIM y2pO3am
KOMNbIOMEPHOU UHDOpMaYUU:

a) MIMAOHAX U TMBEPCUHN, HECAHKIIMOHUPOBAHHBIN TOCTYI K MHPOPMAIIHH,
BPEOHOCHBIC TIPOTPAMMEI;

0) ommOKH npu pa3paboTKe KOMITBIOTEPHON CHCTEMBI, OIIIMOKHU B
MPOrpaMMHOM O0ECIIEYEHUH, JIEKTPOMArHUTHBIE U3ITyUYE€HUSI U HABOJIKH;

B) CTUXUIUHBIC 6C,Z[CTBI/IH " aBapuu, cOOM M OTKa3bl TEXHUYECKUX CpEacTs,
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OLIMOKH MOJIb30BaTENIeH U 00CITYKUBAIOIIETO MePCOHaA.

28. Kaxkue cpedcmaa 3auumol Quxcupyrom gdaxm
NPOHUKHOBEHUAZIOYMIULIEHHUKA 8 KOMIbIOMEPHYIO cucmemy?

a) CpelICTBa OXPAHHO-TIOKAPHOH CHTHAIH3AIINH;

0) cpencTBa OMOMETPUUECKON UACHTU(DUKAIINY;

B) TJIOMOBI, HAKJIEWKH, 3aMKH Ha anmnaparype KOMIbIOTEPHOU CUCTEMBI.

29. Ilepconanvhvie Oanuvle:

a) mo0Oast nHpopMaIrs, OTHOCSAIIAACS K TPSIMO UM KOCBEHHO

OTIpEEeTICHHOMY WJTU OTIpeensieMoMy (GU3NYECKOMY JIHILY;

0) TaHHBIE, KACAIOUTUECS! COCTOSIHUS 3JI0POBBSI U PEIIUTHO3HBIX B3TJISI0B

YeII0BEeKa;

B) uH(popMaIus o Mecte paboThl, MACTIOPTHBIC JAHHBIE, CBEJICHUS O JOXO/IE.

30. Obpabomka nepcoOHANbHBIX OAHHBIX:

a) J1rodoe nelicTBre (omepalius) Uil COBOKYITHOCTb JeUCTBUM (omepaiiuii),

COBEpIIIAEMbIX C HKCIOJB30BAHHEM CPEACTB aBTOMATH3aluu Wid  0e3
MCIIOJIb30BaHUS

TaKUX CPEJCTB C MEPCOHATBHBIMU JTAHHBIMH, BKJTIOUasi COOp, 3aIuCh,

CUCTEMATHU3alMIO,  HAKOIUICHHE, XpaHEeHHe, yTOYHeHHUEe  (OOHOBIICHHUE,
M3MEHEHHE),

U3BJICUCHHE, UCTIOJIb30BaHUE, Nepeaauy (pacpocTpaHeHue, IpeIoCTaBlIeHHE,

J0CTym),  oOe3lIuuMBaHHe,  OJOKMPOBAHHWE,  YJaJl€HUE,  YHUUYTOXKECHHE
MEePCOHATBHBIX

JaHHBIX;

0) HaKoIJIeHUe, XpaHEHHUE U TIepeiaya NEePCOHATBHBIX JaHHBIX;

B) pa3MeIleHNe IEPCOHATBHBIX JaHHBIX B MH(OOPMAITMOHHBIX CUCTEMAaX.

31. Onepamop:

a) TOCYJIapCTBEHHBIN OpPTraH, MyHHUITUTIAIbHBIN OpPTaH, OPUINICCKOS HITH

bu3zngecKoe U0, CAMOCTOSTEIHHO UM COBMECTHO C APYTHMHU JINIIAMA

OpraHU3YIOIHE U (MJIH) OCYIIECTBISIONINE 00Pa0OTKY MEPCOHATBHBIX TAaHHBIX, a

TAKKC OMPCACIIAIOIMNEC LCINU O6pa6OTKI/I INEPCOHATBHBIX JaHHBIX, COCTAaB
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MIEPCOHANLHBIX JAHHBIX, TOJICKAIINX 00paboTKe, NeUCTBUS (Onepalun),

COBEpILIAEMbIE C MEPCOHATBHBIMU JTAHHBIMU;

0) ropuaudecKoe Win (PU3NIECKOe JIUII0, CAMOCTOATEIIFHO HJIM COBMECTHO C

JPYTUMH JIMIIAMHU OpTaHU3yIoIre U (MJIK) OCYIIECTBIISIONIE 00paboTKy

MEPCOHANBHBIX JTAHHBIX;

B) IOPUANYECKOE WM (PU3UIECKOE JIUIIO0, MTOTYYUBIIEE HA OCHOBAHUH 3aKOHA

WJIM IOTOBOpA MPaBo pa3peliaTh WM OTpaHUYUBATh JOCTYI K IEPCOHATBHBIM

JTAHHBIM.

32. Koumponv nao evinoninenuem mpebosanuil 6 cepe 3aujumulnepCcoHanIbHbIX
OAHHBIX BbINOJIHAIOM

a) ®Ch PD;

0) ®CTOK Poccun

B) PockomHazop;

B) BCE MIEPEUYHCIICHHBIC OpTaHU3aIlNH.

33. 3a necobnooenue nonodicenuti 3akona 152-D3 «O nepcoHanbHbIXOAHHBIX)
npeoycmMampueaemcsi:

a) TpakJIaHCKasi, yroJIOBHAsA, aIMUHUCTPATUBHAS OTBETCTBEHHOCTD;

0) TUCIUTUIMHAPHAS U IPYTUE BUBI OTBETCTBEHHOCTH;

B) BCE MEPEUHCIICHHBIC BUBI OTBETCTBEHHOCTH.

34. Jna obecneuenuss 6Oeszonacnocmu Il/[n  npu ux obpabomke 8
HUCI[[nocywecmsnsemces 3awuma:

a) peueBoil uHGopmalu U UHPpopmaluu, oopadaTbiIBaeMOM TEXHUUYECKUMHU

CpeICTBaMH, a Takke WH(OpMaIuu, MpeICTaBICHHON B BUE HHGOPMATUBHBIX

AIEKTPUYCCKUX CUTHAJIOB;

0) dusmyeckux mosuei, Hocuteneld Ha OyMa)KHOM, MArHUTHOM, ONITUYECKON U

WHOU OCHOBE, B BUJIe MH(GOPMAITMOHHBIX MacCUBOB U 06a3 manubix B UCII/IH;

B) BCEX BUI0B MH(OpMAIIHH.

35. Obe3nuyusanue nepcoHanbHblX OaQHHbIX:

a) NEeNUCTBUSI, B pe3yJIbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM 0€3

HCIIOJIB30BaHUA ,Z[OHOJIHI/ITCHBHOﬁ I/IH(i)OpMaHI/II/I ONnpCACIUTb HNPUHAMJIC)KHOCTD
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MEPCOHAIIBHBIX TAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JaHHBIX;

0) neicTBUA, B pe3ybTaTe KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM

BOCCTAaHOBUTH COJICPKaHUE TICPCOHATBHBIX JAHHBIX B MH()OPMAITMOHHON CUCTEME

MEPCOHANIBHBIX JAHHBIX;

B) BCE MEPEUHCIICHHBIE IUCTBUSI.

36. Hecanxyuonuposannwiti oocmyn (HC/) k ungopmayuu:

a) OCTYI K MH(GOPMAILIMK, HAPYIIAIOIIUNA YCTAaHOBJICHHbBIE TTPaBUiIa

pasrpaHWYeHUs]  JIOCTyMma, C  HWCIOJB30BAaHWEM  INTAaTHBIX  CPENCTB,
MIPETOCTABIIIEMBIX

cpencrBamu BeruucauTenbHor TexHuku (CBT) uinm aBToMaTu3upOBaHHBIMU

cucremamu (AC);

0) nmoctyn K nH(GOpMaIMK, HAPYIIAIONUN YCTAHOBIICHHBIE MPaBUIIa

pasrpaHU4eHHUs IOCTYIIA, C UCIIOJIH30BAHUEM CIIEIIUATIBLHO pa3pabOTaHHBIX

TEXHUYECKUX CPEJICTB;

B) KOIIMPOBAHUE, UCKAKEHUE WIIU MOAUUKAIIIS HHHOPMAIINH C

HapyIIEHUEM YCTAaHOBIICHHBIX MMPABWJI Pa3rpaHUUCHUS JOCTYIIA.

37. Kakue u3 nepeuucieHmvix  yepo3  OmHoOCAMCA K CAVYAUHbIM
V2PO3AMKOMNbIOMEPHOU UHPOpMaAyUU:

a) HECAaHKITMOHUPOBAHHBIN JOCTYN K HH(DOPMAITUH, BPEIUTEITHCKIEC

POTPaAMMBI;

0) PIEKTPOMArHUTHBIC U3TyYEHUS U HABOJKH, HECAHKIIMOHUPOBAHHAS

MOAU(PUKALNS CTPYKTYP;

B) CTUXHITHBIC OCACTBUS U aBapuH, COOM M OTKa3bl TEXHUYECKHUX CPEJICTB,

OIIMOKH ITOJTH30BATEIICH M 0OCITYKHUBAIOIIIETO IMepCoHAaa.

38. Hoenmughuxayus smo:

a) MPOIIECC MPEIBABICHUS MOJIH30BATEIEM HICHTU(PHUKATOPA.

0) mporecc MOATBEPKASHUS MTOITTUHHOCTH.

B) CpaBHEHUE NIPEIBABIICMbBIX HICHTU(PUKATOPOB C TIEPEYHEM MPHUCBOCHHBIX

UJEHTU(UKATOPOB.

39. Umo sensaemcs opeaHu3ayuoHHOU Gopmotl 3auumol uHGopmayuu:
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a) pa3zpaboTKa U peanu3alus crieluaibHbIX 3aKOHOB, HOPMAaTUBHO-TIPABOBBIX

aKTOB, MPABUII U IOPUIAMUECKUX MPOIIETYP, 0OECTICUNBAIOIINX MMPABOBYIO 3aIIUTY

uHbOpMaIny;

0) periaMeHTaIus IpPOU3BOJACTBEHHON ACSITEIFHOCTH U B3aUMOOTHOIIICHUH

nepcoHaa, HarpaBJeHHAs Ha 3aIUTy WHHOPMAIIUH;

B) UCIOJIb30BAHUE PA3TMYHBIX TEXHUICCKUX, POTPAMMHBIX U aIlllapaTHBIX

CPEICTB  3alUThl WHGOPMAIMM OT HECAHKIIMOHUPOBAHHOTO  JOCTYTIA,
KOIUPOBAHUS,

MOAU(UKAINHA WA YHAYTOKCHHUS.

40. Ymo sensemcs npasosoi hopmoii 3auumsi uHGOpMayuu:

a) pa3paboTKa U peanu3alus ClelUaIbHBIX 3aKOHOB, HOPMaTUBHO-TIPABOBBIX

aKTOB, IPABWII U IOPUTUYECKUX TPOLETYP, 00ECIIEUNBAIOIINX TPABOBYIO 3ATUTY

uHdopmaIuy;

0) permaMeHTanus MPON3BOACTBEHHOMN JACSITEIHHOCTH M B3aMMOOTHOIIICHUN

NepcoHasa, HalpaBJICHHAs Ha 3aIUTY UH(OPMAIUY;

B) UCIIOJIb30BAHUE PA3IMYHBIX TEXHUICCKUX, POTPAMMHBIX H aIllTapaTHBIX

CpPEeICTB  3amuThl HHPOPMAMM OT  HECAHKIIMOHUPOBAHHOTO  JIOCTYIIA,
KOIUPOBAHUS,

MOAU(PUKAIINHA WA YHHYTOKCHHUS.

41. Ymo aensemcs uHiCeHepHO-MeXHUYECKoU Gopmot 3auumvlundopmayuu:

a) pa3zpaboTKa U peanu3aius CrelrualIbHbIX 3aKOHOB, HOPMATHUBHO-TIPABOBBIX

aKTOB, MMPABWJI U IOPUAMYECKUX MPOIIETYP, OOECTICUNBAIOIINX MPABOBYIO 3aIIUTY

uHbopMaIuy;

0) perimaMeHTanus MPOU3BOACTBEHHOMN JIESITEIILHOCTH U B3aMMOOTHOIIICHUH

NepCcoHasa, HaMpaBJICHHAS HA 3aIUTY WH(OPMAITNH;

B) UCIOJIb30BAHUE PA3TMYHBIX TEXHUIECKUX, MPOTPAMMHBIX M alllapaTHbBIX

CPEICTB  3alUTBl HWHPOPMAMM OT  HECAHKIIMOHUPOBAHHOTO  JOCTYIIA,
KOIIMPOBAaHUS,

MO,Z[I/I(I)I/IKaHI/II/I WM YHUYTOXKCHHUS.
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42. K uucny onpeoenaouux NPU3HAKOS, no KOMOpbIM
nPOU380OUMCAKNACCUPUKAYUSA UHDOPMAYUOHHBIX CUCTEM, OMHOCAMCA:

a) HaTm4Iue B MHGOPMAIIMOHHON cucTeMe HH(OPMAITUHU Pa3IMIHOTO YPOBHS

KOH(UIeHIIMATbHOCTH;

0) ypoBeHb 3HAUUMOCTH HH(POpMAIK U MacITad HHOOPMAIIMOHHON

CUCTEMBI,

B) peKUM 00pabOTKH TaHHBIX B HHGOPMAIIMOHHON CUCTEME -

KOJUICKTUBHBIN WJIM WHIUBUTYJTHHBIN.

43. Jlna UCII/{n ycmanasiusaemcsi:

a) JIBa YPOBHS 3alTUIIICHHOCTU MIEPCOHAIIbHBIX JIAHHBIX;

0) TpY ypOBHS 3aIIMIIIEHHOCTH IEPCOHANBHBIX JJAHHBIX;

B) UETHIPE YPOBHS 3aIUIIIECHHOCTH NMEPCOHAIBHBIX TaHHBIX.

44. B obwedocmynHvie UCMOYHUKU NEPCOHANbHBIX OAHHLIX (8 MOM
YUCIeCNPABOYHUKU, A0PeCHble KHUU) NePCOHANIbHbIE OAHHbIE BKII0UAIOMCAL:

a) ¢ MUCbMEHHOTO COTJIachs CyObheKTa MEPCOHATBHBIX JaHHBIX;

0) coryacusi CyObeKTa MePCOHANIbHBIX JaHHBIX HE TPEOyeTCs;

B) corjacusi CyObeKTa MepCoOHANIbHBIX JTAHHBIX HE TpeOyeTcs, HO TI0

TpeOOBaHUIO CYyObEKTa JaHHBIE B JTI000€ BpeMsl JTOJKHBI OBITh HCKIIOUCHBI U3

00IIEAOCTYTHBIX UCTOYHUKOB TIEPCOHATBHBIX JaHHBIX.

45. Vpoeens 3aupuwennocmu 11/{n ycmanasiueaemcs 6 3a8Ucumocmu om.

a) Tuna yrpo3s, aktyanbHbix st UCIIH u kareropuu obpadatsiBaembixI1/]H;

0) oonsema I1/1H, o6pabdarsiBaembix B UCII/IH;

B) Tuna yrpo3, akrtyanbHbix s WCIIJIH, xateropum oOpabaTbiBaeMbIX

I1/1n,006ema [1/1H, oOpabdarbiBaembix B UCITIH.

IIpumepsl NpakKTHYECKHUX 32124
1. BbigenuTh HOPMATUBHO-TIPABOBBIC aKThl, 3aKPEIUISIONIME HEAOMYCTUMOCTh

COKPBITHS WU OTPAHUYCHHMSI TOCTYTA K HHGOpMAIHK (U3 CIUCKA OpTraHU3AIIHN ).
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2. BeisiBuTH yrpo3bl nHOOPMAIMOHHOM 0€30MMaCHOCTH B MPEIJIaraéMON CUTYaIlun
(oOmenne B colMaIbHOM  CceTH, Tepelnaya JIOTMHA TMAapoJisi  CICHHAIUCTY
00CITyKUBAIOLIEH OPTaHU3AIINH ).

3. OueHuTh NEWUCTBHS COTPYIAHUKA NPEANPHUATHSA, MPUBEANINE K HHIUICHTY,
CBA3aHHOMY C yTrpo30il HH(POPMAIIMOHHOM 0€30MacHOCTH (B MpeasiaraeMoi CUTYyalluu).

4. YcraHOBKa, HACTPOiIiKa aHTUBUPYCA, IPOBEPKa ero paboToCMOCOOHOCTH MyTeM
CO3/]aHUsl TECTOBOTO BUPYCHOTO (haiina.

5. Pasrpanmuuts pmoctym K (ailly, AMPEKTOpUM U TPUHTEPY
cpeacTBaMuonepanimoHHon cucteMbl Windows.

6. Pasrpannuute goctyn Kk (ailily, JAUPEKTOPUHM U TPUHTEPY
cpeacrBamuonepanruoHHon cucremol LINUX.

7. Hactpouth aymuT oOpaiieHuil kK ¢aiily OT UMEHHU BiaJleNbllacpeCTBAMU
onepanroHHoM cuctembl Windows.

8. Hactpoute aymuT oOpameHuii K ¢aiay OT UMEHH BIaAeibIIacpEACTBAMU
onepanonHon cucremol LINUX.

9. HacTpouTh MONMUTHKY MapoJIel CpeICTBAMU OTEPAIIMOHHON cucTeMbI Windows.

10. HactpouTs nonuTuky napoJei cpeacrsamu oneparmonHoi cucteMblLINUX.

11. [IpoBeputh KOMIIBIOTEPHYIO CUCTEMY Ha HaJn4yue
BPEJOHOCHOTOITPOrPaMMHOTr0 00eCIIeYEHUs!.

12. VYcraHoBka # aJIMUHHUCTPUPOBAHHE CHUCTEMBI 3alIUThl HMHQPOpPMAIIUU
SecretNet.

13. VYcraHoBka © agIMUHUCTPUPOBAHHWE CHUCTEMBl 3alIUTHl WHGOPMAIIUU
DallasLock.

14. Hactpoiika y1aqeHHOTO YNpaBieHUs KOMIIbIOTEPOM € MOMOLIBIOYAAJICHHOTO

pabouero croia.
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